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Abstract 

This project has developed two technologies to realize confident and efficient network scanning for a large amount 
of IoT devices connected to wireless networks. One is a technology to control scanning timing to avoid network 
congestion due to scan traffic based on the type of connecting network. The other is a technology to reduce the amount 
of scan traffic while keeping the confidence of scanning. Through computer simulation and experimental evaluation, 
it has been confirmed that the proposed technologies can mitigate the amount of usage of wireless resource due to 
scan traffic by a half times and the degradation of communication quality of existing traffic with 10% or less. Moreover, 
it has been confirmed that the proposed technologies can reduce the amount of scan traffic by 1/38 or less while 
keeping the detection rate of open scan port with 95%. 
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